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Abstract. The rapid development and increasing convergence of blockchain technology and
the Internet of Things (1oT) have imposed growing demands on processing efficiency, system
reliability, and data security in distributed systems. In this context, the selection and
optimization of cryptographic hash functions play a crucial role, with BLAKE3 emerging as a
promising candidate due to its high computational speed, low resource consumption, and
strong cryptographic security. Designed to optimize performance across various hardware
platforms, BLAKE3 demonstrates significant advantages. In this study, we implement the
BLAKES3 hashing algorithm on a Raspberry Pi development board running Raspberry Pi OS
using the Python programming language. The execution time of the algorithm is evaluated by
measuring the hashing duration of input strings of varying lengths. Experimental results
indicate that BLAKE3 achieves consistent and superior performance compared to traditional
hash functions such as SHA-256 and SHA-3, particularly on devices with higher processing
capabilities. This study provides an overview of the feasibility of BLAKE3 in embedded
environments and lays the groundwork for future optimization research.
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Tom tat. Sy phét trién manh mé& va xu hudng hoi tu giita cong nghé blockchain va Internet
van vat da dit ra nhitng yéu cau ngay cang cao vé hiéu suat xir 1y, do tin cay va bao mat trong
cac hé thong phan tan. Trong bdi canh do6, viéc lua chon va téi vu hoa thuét toan bam dong
vai tro then chét, véi BLAKE3 duoc dé xuat nhu mot giai phép tiém ning nho dic tinh toe do
tinh todn nhanh, tiéu ton it tai nguyén va dam bao mutc d6 an toan mat ma cao, duoc thiét ké
dé t6i uu hoa tdc d6 trén nhiéu nén tang phan cing khéac nhau. Trong nghién ctu nay, nhém
tac gia tién hanh cai dat thuat toan bam BLAKE3 trén bo mach phét trién Raspberry Pi sir
dung hé diéu hanh Raspberry Pi OS véi ngdn ngir 1ap trinh Python va danh gia thoi gian thyuc
thi cua thuat toan bang cach do ludng thoi gian bam cua cac chudi ky tu c6 do dai khac nhau.
Két qua cho thay BLAKE3 c6 téc d6 bam 6n dinh va vuot troi so véi cac thuat toan bam
truyén thong nhu SHA-256 va SHA-3, dic biét trén cac thiét bi cd kha niang xu 1y tot hon.
Nghién ctru ndy cung cap cai nhin téng quan vé tinh kha thi cia BLAKE3 trong mdi trudng
nhlng va c6 thé 1a tién dé cho cac nghién ciru téi wu hoa tiép theo.

Tir khéa: BLAKES3, Blockchain, 10T, cau tric cdy Merkle, Raspberry Pi, thuat toan bam

@ 2025 Truong Dai hoc Giao thdng vdn tai

1. GIOI THIEU

Trong ky nguyén s va thoi dai biing no thdng tin, nhu cau bao mat dit liéu tré nén quan
trong hon bao gio hét, cung voi su gia ting manh mé& cua cac thiét bi két noi Internet, tir hé
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thong méay chi dén céc thiét bi nhing va Internet van vat (1oT), cac thuat toan mat mé phai
dam bao tinh toan ven va an toan di liu trong khi van duy tri hiéu suat cao [1, 2]. Pac biét,
trong cac hé thong tai nguyén han ché nhu thiét bi nhiing, viéc lya chon thuat toan bam co tbc
d6 cao nhung van dam bao tinh bao mat Ia mot thach thirc quan trong [2]. Cac thuét toan bam
(hashing algorithm) 1a mot cong cu quan trong trong viéc bao vé€ tinh toan ven va xac thuc ctia
dir liéu [3], duoc sir dung rong réi trong cac mg dung nhu dam bao tinh toan ven va xac thuc,
luu trit dir liéu an toan. Trong bdi canh ndy, cac thuat toan bam truyén thong nhu SHA-256
hay SHA-3 van dugc st dung rong rai, nhung ching boc 16 nhiing han ché vé hiéu suat, dic
biét khi trién khai trén céc thiét bi c6 phan cang han ché tai nguyén [3-5]. Do do, cac thuat
toan bam hién dai nhuw BLAKE3 d3 duoc dé xuat nham téi vu hoa toc do va kha ning tng
dung trong cac méi truong tinh toan khac nhau.

BLAKE3 la mot thuat toan bam thé hé méi, duoc thiét ké dé c6 téc do xir 1y vuot troi
trong khi van duy tri tinh bao mat manh mé [6, 7]. V&i cdu trac bam dang cay va kha ning tan
dung céc k¥ thuat téi wu hoa nhu SIMD va da ludng, BLAKES3 c6 thé dat toc d6 cao hon déng
ké so véi cac thuat toan bam truyén thong, dic biét trén cac nén tang phan cang hién dai [7].
So vai SHA-256 hay SHA-3, BLAKE3 khong chi nhanh hon ma con ¢6 kha nang mo rong
linh hoat nho vao co ché xuét dau ra c6 d6 dai thy bién. Trong thir nghiém tao bam cho tép 16
KB, BLAKES3 véi khoa 256 bit vuot troi hon 17 1an so véi SHA3-256, 14 1an voi SHA-256, 9
lan voi SHA-512, 6 14n so véi SHA-1 va véi BLAKE2b dén 5 lan [5, 7-11]. DleU nay lam cho
BLAKES3 tré thanh mét lya chon hap dan cho cac tng dung yéu cau hiéu suat cao nhu hé
théng nhing, ma héa dir liéu va blockchain. Tuy nhién, hiéu suat thuc té cia BLAKES trén
cac thiét bi c6 tai nguyén han ché nhu Raspberry Pi van can duoc nghién ciru dé danh gia tinh
kha thi cua n6 trong moéi truong nhung.

Trong nghién ctu nay, nhom tac gia thuc hién cai dat thuat toAn BLAKE3 trén cac bo
mach phat trién Raspberry Pi 3B+, Raspberry Pi 4, mot may tinh nhé gon c6 kha ning xir 1y
day du cac tac vu can thiét cho cac ung dung bao mat va mi héa. Muc tiéu chinh 1a do luong
thoi gian bam ca cac chudi Ky tu c6 do dai khac nhau nham phan tich hiéu suat cia BLAKE3
trén cac nén tang phan cing khéc nhau. Raspberry Pi, véi kha nang xir 1y han ché nhung lai
rat pho bién trong cac ung dung nhlng va loT, s& la nén tang 1y tuong. dé kiém tra kha nang
trién khai thuat toan bam nay. Két qua thu dugc s& cung cap cai nhin téng quan vé kha nang
trien khai BLAKES trén cac hé théng nhung, ddng thoi 1am co sé cho cac nghién cau tiép
theo vé téi uru hoa thuét toan bam trong moi truong tai nguyén han ché.

2. COSO LY THUYET CUA THUAT TOAN BAM BLAKE3

Thuat toan bam BLAKE3 di c6 nhiéu sy cai tién trong thuat toan, bang cach sir dung ciu
trdc cay (Merkle tree structure) va cac ham toan hoc duya trén ChaCha dé dat dwoc hiéu suat
cao hon [4]. Trong nghién cttu ndy, nhdm tac gia tap trung khai thac cac budc chinh cua thuat
toan BLAKES3 bao gom 4 budc: (1) Buéc khai tao; (2) Budc phan doan; (3) Budc bam cay;
(4) PAu ra.

- Khé’i’tgg (Initialization): Budc nay sé& khai tao cac gia tri bam véi cac gié tri ¢ dinh va
cac tham so cau hinh h0, h1, h2, ..., h7 trong thuat toan bam BLAKE3.

- Phdn dogn (Chunking): Budc thtr hai s& chia dit liéu dau vao thanh cac doan nho goi la
chunks. Moi chunk dugc xtr 1y doc lap, gilp toi vu héa qua trinh song song hoa.
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- Bam cdy (Tree Hashing): Trong budc ndy, moi chunk dugce bam thanh céc gia tri bam
riéng 1é va sau do két hop lai trong cdu trac cdy dé tao ra gia tri bam cudi cing. Qué trinh nay
bao gdm nhiéu vong lip véi cac phép toan XOR, cong, va xoay bit (sir dung trong qua trinh
nay chinh la thuat toan ham G trong BLAKE?2).

- Pau ra (Output): Budc tht tu gia tri bam cudi cung dwoc tao ra tir cac gia tri bam cua
cac chunks, dam bao tinh toan ven va bao mat cua dir liéu.

Cay Merkle trong thuat toan bam BLAKE3 1a mot cau tric dir liéu cay trong mat ma hoc
duoc st dung dé tdng hop va xac minh tinh toan ven cua dit liéu [6]. M&i 14 cua cdy chira mot
khéi dit lidu, va mdi nat khdng phai 14 1a gia tri bam cua c&c con cua nd. Cay Merkle 14 co s&
cho cach BLAKES3 t6 chiic va xir ly dir liéu mot cach song song. Biéu nay cho phép tan dung
toan bo tai nguyén caa cac hé théng da nhan (multicore) va da ludng (multithread), tir d6 ting
tbc do tinh toan bam. Sau khi tat ca cac khdi dit lidu da dugc bam, cac gia tri bam duoc két
hop lai ting budc & cac cap do cao hon cua cdy Merkle, gilp cai thién hiéu suat dang ké so
Vi cac thuat toan bam truyén thong xu Iy theo chudi tuan ty. Hinh 1 thé hién biéu do cua cay
Merkle.

Root Hash
(Gi4 tri bam gbc)

e

Hash 1

(Gia tri bam 1)

Hash 2

(Gia tri bam 2)

Hash 1-1
(Gia tri bam 1-1)

Hash 1-2
(Gia tri bam 1-2)

Hash 2-1
(Gia tri bam 2-1)

Hash 2-2
(Gia tri bam 2-2)

Hinh 1. Biéu d6 mét cau triic ciy Merkle don gian.

Trong thuat toan bam BLAKE3 st dung phép toan XOR (Exclusive OR) dé két hop cac
khéi dir liéu. XOR 1a mét phép toan quan trong trong mat méa hoc vi tinh chat déi xang cua
né. Viéc phép XOR hai gié tri c6 thé dao nguoc qua trinh bang cach s dung XOR lai véi gia
tri ban dau. BLAKE3 sir dung phép toan XOR, cong s6 hoc, va quay vong céc bit (bitwise
rotation) [12] trong qua trinh bam. Co ché chinh cia BLAKE3 dya trén cau trdc cdy Merkle,
cho phép bam ting khdi nho cua dit liéu va két hop lai thanh mot gia tri bam cudi cung. Hinh
2 thé hién phép XOR duoc thyc hién trong thuat toén.
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Thuat toan bam BLAKE3 hoat dong dua trén mot loat cac budc tinh toan nhu sau [7]: (1)
Budc dau tién thuat toan s& phan chia di liéu thanh cac khoi, dit liéu dau vao duogc chia thanh
cac khdi nho co kich thuéc cb dinh, thuong 1a 64 byte (512 bit); (2) Thuét toan s€ tinh toan
ham nén (Compression Function), ham nén nay su dung nhiéu vong tinh toan bao gom céc
phép XOR, phép cong modulo 32 va cac phép dich vong, cac phép toan nay dugc thuc hién
trén céc tir 32-bit trong céc khéi dit liu, gilp tao ra tinh phi tuyén va khuéch tan trong gia tri
bam; (3) Su dung cau tric cay Merkle, ¢ day gia tri bam cua tung khéi dit liéu duoc két hop lai
thanh céy Merkle dé tao ra gia tri bam cudi cling cua toan bo dit liéu, cho phép xu 1y song song
va gitp tang téc do tinh toan trong thuat toan bam BLAKE3.

Khdi dit lidu 1 Khoi dit liéu 2
XOR XOR
Két qua 1

v

Gia tri bam cudi

Hinh 2. Phép XOR trong thuat toan bam.

Mot s6 van dé an toan va hiéu suat cua thuat toan bam BLAKE3 duoc thé hién théng qua
mot s6 diém sau [6-8, 10-13]: (1) Tinh khang va cham: BLAKES3 str dung cay Merkle va cac
phép toan nhu XOR, cong modulo, va quay bit, gidp giam kha nang va cham so véi SHA-
256, SHA-3, va BLAKE2, dong thoi h trg tinh toan song song; (2) Tinh chong dich nguroc:
Cac phep quay bit va cong s6 hoc trong BLAKES tao ra cac bién dbi khong thé du doan, giup
chéng lai tan cong tim klem nguoc. So vai SHA-256 va SHA-3, BLAKE3 dat tinh xac thuc
tuong ty nhung voi hiéu suat cao hon; (3) Tinh bam hwdng doi twong diz liéu: Nho cau tric
cay Merkle, BLAKE3 CO thé xur Iy dir ligu 16n nhanh chong qua song song hoa, vuot troi hon
SHA-256 va SHA-3 von xir ly tuan tu; /(4) Tinh toan ven diz diéu: Moi thay d6i nho trong di
lieu déu anh huong dén gi4 tri bam cudi cung, gilp phét hién thay doi de dang, dac biét hi¢u
qua nho cau tric cdy Merkle; (5) Tinh hiéu qua: BLAKE3 dat hiéu suat cao, vuot troi S0 V6i
SHA-256 va SHA-3 véi ciu trac tdi wu va giam s vong tinh toan gidp BLAKE3 phi hop cho
cac ung dung yéu cau hiéu suat cao nhu blockchain va bao mat mang.

Ham bam BLAKE3 dugc thiét ké dé tan dung t6i da kha niang cua céc hé thong da 15i,
cho phép tinh toan gia tri bam nhanh chong va hiéu qua. Hon nira, c&c phép todn mat ma hoc
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nhu XOR, cong modulo, va quay bit trong BLAKE3 dugc tdi wu hoa dé thuc hién phanh
chong trén cac phan cing hién dai, tir d6 giam thiéu do tré trong tinh toan. Hinh 3 thé hién
qua trinh thuc hién bam cuaa thuat toan bam BLAKE3.

Dir liéu dau vao

/AN

Khéi 1 Khdi 2 Khéi 3 Khdin

v \ 4 \4 A 4

Bam Khdi 1 Bam Khéi 2 Bam Khdi 3 Bam Khdin

NS NS

Két hop céc gia tri Két hop cac gia tri

bam cép 1 bam cép 1

\/

Két hop cac gia tri

bam cép 2

A 4

Két qua bam gdc

cuoi cung

Gia tri bam dau ra

Hinh 3. Minh hoa qua trinh thuat toAn bam BLAKE3.
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3. MOT SO CONG BO PANH GIA AN TOAN CUA THUAT TOAN BAM BLAKE3

Thuét toan BLAKE3 di thu hut su chd y trong cong dong nghién ctru vé mat ma hoc nho
vao higu suét vuot troi va kha nang bao mat manh mg so vai céc thuat toan bam truyen thong.
Cong bé [6] gigi thieu BLAKE3 nhu mot thuat todn bam méi véi ciu tric cay va cac kg thuat
t61 vu héa nhu SIMD va da ludng, gilp nang cao toc do xur 1y. Cac tac gia cho rang BLAKE3
c6 thé vuot qua cac thuat toan bam cii nhu SHA-256 va SHA-3 vé toc do ma khong lam giam
tinh bao mat. Pay 1a nghién ctru co s& cho viéc ung dung BLAKES3 trong céc hé théng doi hoi
hiéu suat cao.

Trong cong trinh [14], c4c tac gia da phan tich ton that cong suit dong duoc tao ra boi
cac trién khai phan cung khéac nhau cia ham bam BLAKE3, dugc tinh toan bang cac céng cu
tir két qua md phong thoi gian sau trién khai caa cac thiét ké dugc tich hop trén thiét bj FPGA
Xilinx Spartan-7. Céng trinh chi ra hiéu suat tiéu thy dién ning cua thuat toan nay dugc so
sanh véi cac két qua twong duong cua cac trién khai lap caa BLAKE2 (thuat toan tién nhiém
truc tiép cuna BLAKER3) va Keccak, 16i cua tiéu chuan SHA-3. Két qua caa nghién ctu nay chi
ra sy khac biét vé nhu cau cong suét cua ba thuat toan bam trén khi chung duoc trién khai trén
nén tang FPGA, dong thoi minh hoa muc tiét kiém dang ké co thé dat dwoc thdng qua viéc sir
dung ky thuat duong dng trong logic vong lap.

Trong nghién cau [15] cac tac gia trinh bay mot thiét ké phan ciing méi nham ting t6c
thuat toan bam BLAKE3 trén kién triic RISC-V, tan dung ca phan mé rong vector (V1.0) va
mot tap lénh BLAKE3 duoc thiét ké riéng. Cach tiép can nay khai thac tinh song song va su
don gian cia BLAKE3 dé dat duoc thong luong cao va do tré thap, bang céch trién khai ham
nén 16i thong qua mot kién tric tap Iénh ho trg phép toan vector va tinh toan hang s6. Su ket
hop gilta phan cing va phan mém gitp tang toc dang ké ham nén, dat hiéu suat cao hon gap
10 1an so v&i mot 161 Xeon 8280 2.7GHz va nhanh hon 10% so véi phién ban st dung
AVX512.

Trong cong trinh cua Sugier [16], nhém tac gia da trién khai thuat toan BLAKES3 trén
FPGA, cu thé la trén thiét bi Xilinx Spartan-7, nham danh gia hiéu suat caa ham nén cot I3i
cua thuat toan. Nhitng thir nghiém nay gidp phan tich sy danh doi giira toc d6 va kich thudc
phan cing trong cac kién trac dé xuat. Ngoai ra, cong bd con so sanh hiéu suat cia BLAKE3
VGi cac trién khai phan cing cua BLAKE2 va SHA3-256 (Keccak). Cong trinh nay nhén
manh vao tinh hiéu qua cia BLAKE3 khi dugc trién khai trén FPGA véi két qua nghién cau
c6 the 1a co s¢ quan trong dé toi uu hoa viée trien khai BLAKES trén cac hé thong phan cang,
dic biét 1a trong bdi canh nhu cau vé ma hoa téc d6 cao trén cac nen tang nhang va loT ngay
cang tang. Cong trinh tiép theo [17] cua nhém tap trung V&0 Viéc tbi wu hoa mic tidu thy dién
nang cua thuat toan bam BLAKE3 khi duoc trién khai trén FPGA, dénh gia mot cach tiép can
mé&i nham giam tiéu thu dién niang bang cach sir dung cac khdi DSP chuyén dung (DSP48E1)
dé thuc hién phép cong nhi phan, thay vi sir dung cac phan tir logic thong thuong trong mang
lap trinh cia FPGA. Két qua cho thay viéc thay thé céc bo cong trong mang lap trinh bang céc
phan tir DSP c6 thé giam dang ké muc tiéu thu dién ning dong cua kién tric BLAKES tiéu
chuan, dic biét 1a trong céc thiét ké khdng sir dung pipeline. Tuy nhién, cach tiép can nay
cling c6 nhitng han ché khi 4p dung cho mét sé kién tric nhét dinh.

Mot cong trinh khéc [18] tiép tuc phan tich tiéu thu dién nang cua céc thuat toan bam
BLAKES, BLAKEZ va Keccak khi dugc trién khai trén FPGA. Nghién cau sir dung cung mot
phuong phap thiét ké va trién khai dé dam bao dicu kién thir nghiém dong nhat, gitp so sanh
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chinh xac hiéu suat niang luong cua ba thuat toan trén tdm du an khéac nhau. Két qua chi ra
rang su on dinh cua tin hiéu cé anh huong dang ké dén muc tiéu thu dién ning, trong duong
Vvéi cac yéu té nhu kich thuéc va sé luong tai nguyén logic dugc st dung. Dac biét, nghién
ciru phét hién ra rang céc thuat toan ho BLAKE (bao gdm BLAKE3 va BLAKE?2) c6 mirc do
nhiéu tin hiéu (glitches) rat cao trong cac vong bam khong st dung pipeline. Diéu nay dan
dén yéu cau dién ning cao, lam cho kién trc lap tiéu chuan cua cac thuat toan nay tro nén
kém hiéu qua khi van hanh ¢ tan sé xung nhip cao. Cong trinh ciing nhdn manh rang phan tich
duoc thuc hién trong didu kién hoat dong lién tuc véi tai tdi da, tirc 13 pipeline luén diy va tao
ra dau ra mgi sau moi NR chu ky xung nhip.

Nghién ciru [19] da gidi thiéu mot phuong phap tich hop nham ting cuong bao mat tép
tin bang cach két hop k¥ thuat loai bo dir liéu trung lap (deduplication) véi thuat toan ma hoa
AES (Advanced Encryption Standard). Cu thé, nhém tac gia dé xuét thuat toan bam BLAKE3
duoc sir dung dé xac dinh va loai b cac khéi dir ligu trang lap, gidp t6i wu héa khong gian
luu trix, dong thoi AES duogc &p dung dé ma hoa va giai ma cac tép duy nhat, dam bao tinh
bao mat cao trong qua trinh luwu trit va truyén tai dir ligu. Ung dung caa nghién Clru nay dac
biét phu hop véi cac hé thong luu trir dam 1 may va truyén tai dit liéu an toan, noi can t6i vu
hoa bing thong va khong gian luu trit ma van dam bao murc do bao mat cao.

Cong bd [20] dé xuat mot phuong phép cai tién thuat toan dan xuat khoa dya trén mat
khau (PBKDF) biang cach thay thé ham nén cua Argon2i bang BLAKE3 va mét phién ban
tinh chinh cua nd. Dya trén y twong rang Argon2 c6 thé dugc diéu chinh dé hd tro cac ham
nén khéc, nghién ctiu tap trung vao viéc toi uvu hoa hiéu suat caa Argon2i trong phan mém ma
van duy tri tinh bao mat. Két qua cho thay viéc thay thé ham nén mic dinh cua Argon2i bing
BLAKE3 gilip tang tdc dang ké qué trinh tinh toan trong phan mém. Ngoai ra, nhom tac gia
lap luan rang cach tiép can nay co the phu hop hon khi trién khai trén phan cung, dac biét 1a
trong cac thiét bi c6 yéu cau cao vé hiéu suit va bao mat, nhu cac bo tao khda dua trén mat
khau.

4. KET QUA VA THAO LUAN

Dé trién khai va thuc hién cai dat thyc thi ham bam BLAKE3 trén nén tang phﬁn cung,
nhom téc gia sir dung mdi trudng trén Bo mach phat trién Raspberry Pi, str dung ngon ngir 1ap
trinh Python, cu thé nhu sau: CPU bo vi xir Iy ARM Cortex-A72 64-bit véi tbc do xung nhip
1.5 GHz, RAM 2GB, sur dung thé nh¢ microSD dé cai dat hé didu hanh va luu trit cac tép tin
lién quan dén ma ngudn va két qua, hé diéu hanh st dung Raspberry Pi OS, ngon ngit lap
trinh Python 3 la ngdn ngit 1ap trinh chinh hd trg xir Iy hinh anh va ma hoéa, trong do bao gom
BLAKE3 (Thu vién trién khai thuat toan bim BLAKE3 cho Python); Pillow (HS tro thao tac
v6i hinh anh (néu can dung trong qua trinh phan tich dit liéu); Python IDE.

4.1. Ludng hoat dong ciia thuit toan bim BLAKE3 trén Raspberry Pi

Ludng dit lidu dau vao cua thudt toan bao gdm 5 budc nhu sau: (1) Nhdp dit ligu diu
vao: Nhom tac gia thuc hién nhap cac chudi dir lidéu khac nhau nhiéu l1an dé so sanh cac két
qua dau ra; (2) Phén dogn div ligu: Cac dir lidu dau vao dugc chia thanh cac doan nho
(chunks) 64 byte (512 bit) dé xu 1y riéng biét, téi vu hoa cho xir Iy song song; (3) Ap dung
thugt todn bim BLAKE3: Mbi doan chunk thong qua nhiéu vong lap véi cac phép toan XOR,
cong modulo va quay bit dé tao gia trj bam tam thoi cho timg doan; (4) Két hop dit ligu véi
cay Merkle: Cac gi4 tri bam cua timg doan dugc két hop qua cdy Merkle, xir 1y song song dé
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tao gia tri bam cubi cung; (5) Xudt két qud: Gia tri bam cudi cung dugc xuit ra, dai dién duy
nhat cho dit liéu dau vao, dam bao tinh toan ven va xac thuc dit liéu.
@

Besturingssysteem X

Raspberry Pi 0S (32-bit)
A port of Debian with the Raspberry Pi Desktop (Recommended)

Raspberry Pi OS (other) >
Other Raspberry Pi OS based images

Other general purpose 0S >
Other general purpose Operating Systems

Media player - Kodi 0S >

Kodi based Media player operating systems

&
&
=
®

Emulation and game 0S >

Cmilatara far minainm saton.anmn dinn alatfamaa

Hinh 4. Cong cu Rasberry Pi Imager.

File Edit Tabs Help

pi@raspberrypi: sudo apt install git

Reading package lists... Done

Building dependency tree

Reading state information... Done

git is already the newest version (1:2.20.1-2+deb160u3).

0 upgraded, 0 newly installed, © to remove and © not upgraded.
pi@raspberrypi: pwd

/home/pi

pi@raspberrypi: mkdir tests

pi@raspberrypi: cd tests/

pi@raspberrypi: s

pi@raspberrypi: git clone https://github.com/raspberrypi/rpi-eeprom.git
Cloning into 'rpi-eeprom'...

remote: Enumerating objects: 2195, done.

remote: Counting objects: 100% (567/567), done.

remote: Compressing objects: 100% (372/372), done.

remote: Total 2195 (delta 336), reused 347 (delta 189), pack-reused 1628
Receiving objects: 100% (2195/2195), 5.80 MiB | 1.17 MiB/s, done.
Resolving deltas: 100% (1264/1264), done. ‘

pi@raspberrypi:

Hinh 5. Nap code vao trong bo mach Raspberry Pi.
4.2 Két qua thyue nghiém

Qua trinh thu nghiém duoc nhom tac gié thuc hién véi céc; chudi dit liéu co6 d6 dai khac
nhau, tir 100 ky tu dén 1.000.900 ky tu, nham danh gid hi€u suat cua thudt toan BLAKE3 khi
ap dung trén bo mach phat trién Raspberry Pi.

Bang 1 tom tat két qua do ludng thoi gian bam (tinh bang nano gidy) cho cac chudi véi
d6 dai khac nhau.
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Bang 1: Két qua thyc thi cta thuat toan bam BLAKES3 trén nén tang Bo mach phat trién

Raspberry Pi.
P dai chudi (ky tw) | Thoi gian bam (nano giay)
100 0,00219
1000 0,0054
10.000 0,0345
100.000 0,2460
1.000.000 1,0304

Két qua cho théy thudt toan BLAKE3 hoat dong véi tdc do bam cuc nhanh ngay ca khi
xu ly chu5i dir liéu co kich thudce 1on, chéng han véi chudi dai 1.000.000 ky tu, thoi gian bam
chi mat 1,0304 nano glay Diéu nay thé hién hiéu suit cao ciia thuat toan, dic biét 1a khi duoc
trién khai trén mot nén tang nho gon nhu Raspberry Pi. Vi chudi c6 do dai ngan hon (100 ky
tu), thoi gian bam chi méat 0,00219 nano gidy, cho thay thudt toan c6 kha nang xtr 1y hiéu qua
ngay ca dbi véi cac dir liéu nho 1¢.

Thai gian bam Blake3 vdi dd dai chudi tang dan

1,0+

0,8+

0,6 1

0,44

Thaoi gian bam (ns)

0,2 1

0,0 1

0,0 0,2 0,4 0,6 0,8 1,0
D6 dai chudi (ky tu) leb

Hinh 6. Két qua thyc hién kiém thir cia BLAKES3.

'Qua viée phan tich két qua, nhém tac gia nhan dinh thy rang thoi gian bam tang gan nhu
tuyen tinh khi d6 dai chudi ting dan. Piéu nay cho thay tinh mé rong tot cia BLAKE3, dam
bao rang thuat toan c6 thé xir 1y cac khéi dir liéu 16n ma khong gy ra tinh trang ting d(_)t bién
vé thoi gian thuc thi. BLAKE3 dac biét httu ich khi xu 1y khdi luong dir 1i€u 16n, vi du nhu
cac hé théng IoT, blockchain, hodc cac hé théng yéu ciu bam khdi lugng dit li¢u 16n trong
thoi gian ngan. Két qua nay 1a tién dé cho cac cong bd nghién ctru tiép theo ctia nhom tac gia
sir dung thudt toan bam BLAKE3 trén cac nén tang phan ctng khac véi s6 lugng cac truong
hop thuc thi ham bam ting 1én cung d6 dai chudi da dang hon.
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5. KET LUAN

Trong bai bao ndy, nhom tac gia da trinh bay nghién ciu vé viéc thuc thi cai dat va danh
gia thuat toan bam BLAKE3 trén bo mach phét trién Raspberry Pi, Két qua thuc nghiém cho
thdy BLAKES3 c6 thé dat dwoc hiéu suit bam vuot troi khi so sanh vai cac thuat toan bam
truyén théng nhu SHA-256 va SHA-3, dic biét khi xu ly cac chudi ky tu co d6 dai khac nhau.
Céc phép do thoi gian bam duoc thyuc hién trén nén tang Raspberry Pi cho thay thuat toan nay
c6 kha nang t6i uu hoa dang ké khi trién khai trén cac hé thdng phan cung vai tai nguyén han
ché. Piéu nay khang dinh ring BLAKES3 la mét lva chon kha thi cho cac @ng dung yéu cau
tinh hiéu qua va bao mat cao, dic biét trong cac hé thong nhung va IoT, noi tai nguyén tinh
toan va bang thong thuong bi gidgi han. Trong thoi gian téi, nhom tac gia sé tap trung vao viéc
cai thién va t6i wu héa thuat toan nay trong méi trudng nhing, déng thoi mo rong cac ung
dung ctia BLAKES3 trong cac linh vuc nhu blockchain, bao mat dam may va cac hé thong
phan tan. Phan tich céc tin cong Ién BLAKE3 nham dam bao su an toan cua cac hé thdng sir
dung thuat toan nay.

LOI CAM ON

Nhém tac gia xin chan thanh cam on Hoc vién K§ thuat mat ma di hd trg trong nghién
ciru nay.
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