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Abstract. The Authentication and Key Agreement (AKA) protocol plays a crucial role in
ensuring security within 5G mobile network systems. However, the 5G-AKA protocol still
faces several issues related to maintaining confidentiality, authentication, and integrity
among users, service networks, and home networks. Many studies have been proposed to
address the existing weaknesses of the 5G-AKA protocol. Blockchain technology, with its
decentralized nature and strong resistance to tampering, has been applied to design more
secure authentication protocols. This paper aims to verify the security of a blockchain-based
5G-AKA authentication and key agreement protocol by using the proVerif tool to analyze
confidentiality, authentication, and equivalence properties. The analysis results show that the
protocol satisfies critical security requirements, including session key confidentiality, mutual
entity authentication, and resistance to common attacks such as man-in-the-middle and replay
attacks. The study demonstrates the potential of blockchain technology in enhancing the
security of 5G networks and emphasizes the essential role of formal verification tools like
ProVerif in developing secure systems.
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Tom tat. Giao thirc xac thuc va thoa thuan khda AKA c6 vai tro quan trong trong viéc ¢am
bao an toan trong h¢ thong ciia mang di dong 5G. Tuy nhién, giao thirc 5G-AKA van gap
phai nhiéu van dé lién quan dén viéc dam bao tinh bi mat, xac thyc va toan ven giira nguoi
ding, mang dich vy va mang thuong trd. Nhiéu nghién ctru da dwa ra dé khac phuc nhiing
yéu diém con ton tai trong giao thirc 5G-AKA. Cong nghé blockchain véi tinh chat phi tap
trung va kha niang chéng gia mao, da dugc tng dung dé thiét ké cac giao thuc xac thyuc an
toan hon. Bai bao ndy véi muc dich kiém tra an toan giao thirc xac thuc va thoa thuan khoa
5G-AKA dya vao blockchain, bang viéc st dung cong cu proverif dé phan tich cac thuoc tinh
bi mat, x4c thuc va cac thudc tinh trong dwong. Két qua phan tich cho thiy giao thic dap
ung cac yeu cau bao mat nhu dam bao bi mat khoa phién, xac thyc thue thé hai chiéu va kha
nang chdng lai nhiéu loai tan cong phd bién nhu tin cong xen giita va tin cong phat lai.
Nghién ctru cho thiy tiém nang cua blockchain trong viéc nang cao an ninh cho mang 5G,
d6ng thoi khing dinh vai tro thiét yéu cta cac cong cu phan tich hinh thirc nhu ProVerif trong
viéc phat trién cac hé théng an toan.
Tw khéa: Giao thic xac thyuc va thoa thuan khoa 5G-AKA, Blockchain, Proverif.

@ 2025 Truong Dai hoc Giao thdng vdn tai

1. PAT VAN DE

Kiém tra giao thirc an toan 1a mot linh vuc nghién ctru dwoc nhiéu nha nghién ctu quan
tam, bai giao thirc ¢6 & khap noi va chiing duoc tng dung nhiéu trong thuong mai dién tir, mang
khong day, bo phiéu dién tir... Hon nita, cac phuong phap kiém tra chinh thirc cung cap céch
phan tich tinh bao mat cia mét giao thire trudc va ngay ca khi né duoc trién khai [1]. Diéu nay
duoc minh ching biang céc cudc tin cong di tim thay chéng lai nhiéu giao thire da duoc cong
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bd nhu giao thie SSL/TLS duoc sir dung cho két ni https://. Phién ban dau tién c6 tir ndm
1994 va ké tir d6 c6 nhiéu cudc tin cong duoc phat hién [2]. Hon nita, cac 16i bao mat khéng
dugc phat hién bang thir nghiém chiic nang, vi ching chi xuét hién khi ¢ su hién dién caa ké
tan cdng, nhirng 16i nay c6 thé gay ra hau qua nghiém trong d6i véi an toan cua hé thdng. Do
do, viéc kiém tra giao thirc c6 an toan hay khong trude khi dua vao st dung s& gop phan dang
ké gidp giam thiéu cac tin cong co thé xay ra trong thyc té. Tir d6, gitip cac nha thiét ké co thé
cai thién va nang cao an toan cho giao thuec.

Hai mé hinh duoc st dung dé kiém tra giao thtrc 1 mé hinh twong trung (Symbolic Model)
va mé hinh tinh toan (Computationa Model). Trong mé hinh tinh toan cac nguyén thuay mat ma
la cac ham tir cac chudi toi cac chudi va ké tan cong 1a mot loai may turing c6 thé dua ra cac
quyét dinh dya trén xac suat [2]. M6 hinh twong trung 1a mot mé hinh triru twong st dung cac
cong cu dé kiém tra tu dong, nhiéu cong cu duoc sir dung da ton tai nhu: AVISPA [3], FDR
[4], Scyther [5], Tamarin [6], Proverif [2], [7], [8], [9]... Cac cong cu kiém tra giao thirc cung
cap céch thirc dé md hinh hoa va kiém tra cac thugc tinh cua giao thac ma khong Can chiing
minh tha cong Qua trinh nay thudng bao gom viéc mO hinh hoa giao thirc véi mot sb ngdn ngir
dau vao va chi dinh cac thudc tinh an toan mong mudn, céng cu sau d6 c6 gang ching minh
hoic bac bo thdng qua tim kiém khong gian trang théi hodc cac phuwong phap khac nhau. Khi
mot thude tinh dugc chitng minh 1 sai nghia 1a tim thay mot dan xuat thuc thi mau thuan, truy
vét s& duoc tra vé nhu mot vi du dé béac bo thudc tinh [1]. Trong bai bao nay, nhém tac gia sir
dung cdng cu proverif dé kiém tra an toan giao thac vi proverif 12 trinh kiém tra giao thirc twong
trung ty dong. N6 hd trg mot loat cac nguy@n thiy mat ma, duoc xac dinh bang quy tic viét lai
hoic bang cac phuong trinh. N6 ¢d thé ching minh cac thudc tinh an toan khac nhau: tinh bi
mat, tinh xac thuc va thudc tinh twong duong (vi du: tinh riéng tu), véi khdng gian théng béo
khéng gisi han va s lugng phién khong gigi han.

Mang 5G hién nay dang duoc thé giéi sir dung rong rai dé truy cap céc dich vu mang di
dong va két néi van van loT (Internet of things). Bé bao mat thong tin lién lac 5G, dy an ddi
tac thé hé tha ba 3GPP (3rd Generation Partnership Project) da chuan héa giao thirc 5G-AKA
(5G Authentication and Key Agreement) la phién ban cai tién cua giao thirc AKA hién dang
duoc sir dung trong 4G EPS-AKA (Evolved Packet System) [10]. 5G-AKA c6 thé xéc thyc Ian
nhau giira thiét bi nguoi ding UE (User Equipment), mang dich vu SN (Serving Network), va
mang thuong trd (Home Networks). N6 da giai quyét mot s6 van dé bao mat da ton tai tir trudce
duoc tim thiy trong cac mang 4G. Tuy nhién, giao thirc 5G-AKA hién tai phai chiu nhiéu méi
de doa bao mat anh hudong dén d6 tin cay cia mang 5G. Do d6, nhiéu cdng trinh nghién ciu da
dua ra dé khac phuc nhimg diém yéu cua giao thirc 5G-AKA [11]. Gan day giai phép st dung
cdng nghé blockchain da dugc sir dung dé khic phuc cac yéu diém da chi ra trong mang 5G-
AKA. Yang cling cong su [12] di gidi thiéu ¥ tuang vé mot luge dd truy cap an danh dua trén
blockchain (Blockchain-based Anonymous Access) cho phép cac nha san xuat thiét bi, nha diéu
hanh mang va nguoi dung truy cap vao co so dir liéu dua trén blockchain va thyc hién xac thuc
Idn nhau. Ho dé xuit rang tat ca cac diém truy cap AP (Access Point) 5G c6 thé sir dung khoa
cong khai caa UE duoc liét ké trong blockchain dé thuc hién xéc thuc 1an nhau gita AP va UE.
Tuy nhién, diéu nay thiéu mot co ché dé UE truy xuat khoa cong khai cua cac AP xung quanh.
Xu cling cong sw da dé xuat st dung blockchain ¢6 the chinh sira luu tri tat ca thong tin cua
nguoi dang ky [13]. Blockchain c6 thé chinh stra cung cap céac chure néng xoa va thu hdi khoa.
Diéu nay c6 loi cho cac nha diéu hanh mang trong viéc bao vé quyen riéng tu cua nguoi dung.
Tuy nhién, d& xuét thiéu giao thirc xac thuc cho UE va mang 16i dé bao mat dit liéu nguoi ding
biang céach sir dung khoa trong Blockchain. Trong tai liéu [14] cac tac gia gidi thiéu vé viéc sir
dung blockchain gitp cho cac dich vu chuyén ving trong mang 5G. Tuy nhién, bai bao lai
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khong phan tich 1am rd két qua dau ra khi c6 dau hiéu tan cdng ma lai lra chon bo qua.

Qua khao sat trén c6 thé thiy viéc nghién ciu giao thirc 5G-AKA van con ton tai nhitng 16
hong trong ban than giao thac. Do do, viéc st dung phuong phép tuong trung dé kiém tra giao
thirc ¢6 an toan hay khong trugc khi trién khai trong thuc té c6 ¥ nghia rat quan trong gép phan
vao thanh cdng cua hé thdng. Dic biét, voi Viét Nam khi mang 5G dang duoc cac nha mang
nhu Viettel, VNPT va MobiFone bt dau trién khai, thi viéc nghién ctru cac van dé lién quan
dén an ninh, an toan cho mang 5G s& gop phan thic day qua trinh chuyén doi sb cua dit nudc.
Vé6i mong mudn, hiéu hon vé cdng cu proverif va céch thirc hoat dong cua giao thircc 5G-AKA
dya vao blockchain. Nhom tac gia lua chon giao thirc 5G-AKA dua vao blockchain rng dung
proverif dé kiém tra cac thuoc tinh: tinh bi mat, tinh toan ven va cac thudc tinh twong duong
nham dam bao an toan cho mang 5G.

2. PHUONG PHAP NGHIEN CUU

2.1. Cau trac cua Proverif

CAu trdc cua ProVerif duoc trinh bay trong Hinh 1, ProVerif nhan dau vao 1a mé ta cua
giao thuc bang cach &p dung ct phap tinh toan pi nham kiém tra cac thuge tinh bao mat [1], [2],
[7], [8]. Cac thugc tinh bao mat duge mod hinh hoa nhu céc truy van vé kha ning dan xuat. Sau
d6, dau vao duoc tu dong dich thanh mét tap hop cac ménh dé horn [8], [9]. Ménh dé horn 14
quy tic 1ap trinh logic, dugc két hop boi phép logic hoic phép toan va duoc dinh nghia la:
F A..AF, = F; F duoc goi 1a mot su Kién, dinh nghia nay nghia 1a néu tat ca cac su kién F,
(véii=1,..., n) la dang, thi F ciing dang.

Cic thudc tinh dé chirng minh: Tinh

Giao thire: Tinh toan Pi + Mat ma AR
: bi mat, xac thue

A

Tuw dong phién dich

Y

Ménh dé Horn Truy vin kha ning din xuit

Lura chon suy dién

/ \

Khong din xuit: Thude tinh la Dén xuét: T4n cong ¢ mirc ménh dé
“true” Horn

v

Thiét 1ap lai tAn cong

/

Tan cong ¢ mirc tinh toin Tan cong that bai
Pi, thudc tinh 1a “false” “] cannot be proved”

Hinh 1. CAu trdc cua Proverif.

Cac ménh dé nay phai tuan theo thuat toan phan giai véi cac su lwa chon dé xac dinh liéu
mot su Kién cé dugce dan xuat tir cac ménh dé hay khong. Néu su kién khong thé dugc dan xuat
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tir ménh dé thi thudc tinh bao mat mong mudn dugc chimg minh. Néu su kién duoc dﬁn Xudt
tir cac ménh dé, thi c6 thé c6 mét cudce tan cong chong lai thudc tinh dang xét: dan xuét nay cé
thé trong tmg voi mot cude tan cong nhung cling co thé tuong ing voi mot CugC tan gia. Thuat
toan phén giai sir dung mét sb t8i wu nhu: loai bd ménh dé phu, loai bo céc gia thuyet trung lap,
loai bé ménh dé& ma két luan da cé trong gia thuyét... nham ting tdc cho thuat todn phan giai,
nhiing tdi wu nay duoc &p dung trén cac ménh dé ban dau va sau mdi budc giai quyét [2], [8].
Proverif thuc thi mé hinh tan cong Dolev-Yao tiéu chuan, nghia 1a tit ca thdng tin lién lac déu
di qua ké tin cong trir khi mot kénh duoc khai bao 1a private.

Proverif chitng minh hoac bac bé cac thudc tinh cua giao thic c6 thé thuc hién hoan toan
tu dong hoac st dung ché a6 tuong tac. O ché do tu dong, proverif su dung chién lugc giai
quyét mic dinh dé chirng minh cac thugc tinh cung cap ma khong can su tuong tac ciia nguoi
dung. Nguoc lai, ché d6 twong tac yéu cau ngudi ding chu dong hd tro qué trinh kiém tra bang
cach huéng dan cong cu theo cach tha cong.

Cong cu c6 thé duoc sir dung dé chang minh cac thudc tinh kha niang tiép can, khang dinh
tuong Ung va twong dwong quan sat. Thudc tinh diu vét thé hién kha ning tiép can cac trang
thai giao thirc. Chung thudng duoc sir dung dé kiém tra tinh diing dan caa md hinh va phan tich
hiéu biét cua ké tn cong. Mt khac, cac khang dinh twong ing dé cap t6i cac mbi lién quan va
trat ty caa cac sy kién. Vi du, ching c6 thé sir dung dé kiém tra cac thudc tinh xac thuc bang
cach phan tich chudi su kién trong dau vét giao thic. Cubi cung, twong duong quan sat dé cap
ti hai qua trinh khdng thé phan biét duoc véi quan diém cua ké tn cong, vi du: thé hién quyén
riéng tu.

2.2. Giao thirc 5G-AKA dya vao blockchain

Trong phan nay bai béo sir dung mé hinh trong [14] dé kiém tra giao thuc 5G-AKA dya
vao blockchain c6 an toan hay khong.
Bang 1. Téng hop cac dinh nghia va ky hiéu duoc str dung trong giao thic.

Ky hiéu M0 ta

UE Thiét bi nguoi ding

SN Mang dich vu

HN Mang thuong tri

SC Hop dong thong minh

IDy binh danh cta nguoi dung

Ri S6 ngau nhién

Res Phan hoi thach thic ciia nguoi ding
hxRes Ham bam phan hoi duge mong doi

xMac Ma xac thyc thong bao mong doi

req_id Dinh danh duy nhét cho yéu cau xac thyuc
res_id Dinh danh duy nhat cho phan hoi xac thyc
PKu Khoa cong khai cua bén U

SKy Khéa riéng cua bén U

SUPI binh danh dai han cua thué bao

SUCI Dinh danh an cua thué bao

h(.) Ham bam

fi(K,...) Khoéa nguyén thily ham mét chiéu

Keyseedk(...) Khoéa nguyén thay ham mét chiéu sir dung dé sinh khoa phién
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challengex Khéa nguyén thily ham mét chiéu dé sinh dau ra

Ex(m) M4 hoa bat d6i xung thong diép m vai khoa cong khai K
Dk(c) Giai ma bat doi xang ban ma ¢ véi khoa K

&c(m) Ma hoa doi xung m vai khoa K

D, (c) Giai mé doi xung ¢ véi khoa K

Giao thirc 5G-AKA dua vao blockchain duoc mé ta chi tiét trong hinh 2 gém 4 thyc thé:
UE (User Equipment), SN (Home Network), SC (Smart Contract) va HN (Home Network). Dé
bit dau giao thirc mdi HN sé& tao SC cong khai caa riéng minh va cong bé dia chi cua SC trén
trang mang cua minh. M&i SN muén cung céap dich vu chuyén ving cho UE dén HN s& phai

lién lac thong qua SC.

Thiét bi ngudi Mang dich vu
dung (UE) (SN)
1Ry, IDsy
‘—

| Generate R;

Generate R,

Ulc & EpKHN(SUPI, Rl, RZ, |DSN)
SUCI « (UIc, IDuy)

2.5UCl

>

<

>

Hop dong théng
minh (SC)

3. reg-id, IDsy, SUCI

Mang thuong
tra (HN)

req-id «— h(lDHN, R4, IDsn, SUC')

if (reg-id exists in BC) abort

7.xMac, HN_R

<

R3 < Dro(HN_R)

O «fi(K, Ry, (Rz, Ra))

If (xMac # f;(K, O, IDgy) abort
Res « challengek (O, IDsy)
Ksear < keyseedy (O, IDgy)

6.EK, xMac, hxRes,
reg-id, HN_R

4. reg-id, 1Dgy, SUCI

>

A

8.Res

(Ksear, SUPI) < Dsksn(Dre

If h(xRes) # h(Res) abort

s(EK))

Decode SUCI and get (IDny, Ulc)
(SUPI, Ry, Ry, IDsy) <= Dskrn(Ule)
If (reg-id # h(IDyy, IDsy, Ry, SUCI))
abort

Generate R

O (K, Ry, (R2, Ry))

xMac  f;(K, O, IDsy)

XRes « challenge (O, IDgy)

hxRes < h(R, xRes)

Ksear < keyseed(O, IDsy)

EK « Epgsn(EXRes(Ksear,SUPI)
HN_R <« Eri(Rs)

res-id < h(xRes, xMac, EK)

5.EK, xMac, hxRes,
reg-id, HN_R

<

Bwéc 1: SN tao ra mot sé ngau nhién (R1) va gii cho UE kém theo dinh danh cua minh

IDsn.

Buéc 2: Khi nhan duoc yéu ciu, UE tao ra mot s ngau nhién (Rz). UE sir dung khéa cng
khai cua HN la PKun dé mé hoa SUPI, Ry, Ra [(ét hop vai dinh danh IDsy tao thanh Ulc. Bat
dau tao thong bao phan hoi SUCI bang cach két hop dinh danh IDsn va Ulc. Sau d6, UE guri

Hinh 2. Giao thirc 5G-AKA dua vao blockchain.

SUCI lai cho SN nhu cong thie (1).
Ul. < &nc (SUPI,R,R,, IDy)

SUCI « (Ul |

Din)

678




Transport and Communications Science Journal, Vol 76, Issue 05 (06/2025), 673-687

Buwréc 3: Sau khi nhén dugc thdng bao phan hoi cua UE. SN tinh toan gia tri bam cua IDsn,
R1, IDHn va SUCI dé dugce dinh danh duy nhat véi yéu cau xac thuc ky hiéu la reg-id theo céng
thuc (2).

req—id < h(ID,,,, R, IDg,, SUCI) @)

Sau d6 SN giri yeu cau xac thuc bao gom reg-id, IDsn, SUCI dén HN biang cach dang ky
yéu cau hanh dong giao dich véi SC cua HN.
_ Budc 4: Khi nhan duoc yéu cau, hop dong théng minh s& kieém tra tinh mai ctia yéu clu,
bang cach tim kiém céc ban ghi x&c thuc vai reg-id dé tranh yéu cau trung lap.
Néu yéu cau la yéu cau mai, thong diép s& duoc chuyén dén HN, nguoc lai yéu sg b tir choi.
Chirc nang SC ¢6 nhiém vu ngén chan cdc cudc tan cong phat lai c6 nguon goc tir SN doc hai.
Budc 5: Khi nhan duoc yéu cau tir SC, HN thyc hién kiém tra dinh danh cua minh voi
IDun chira trong SUCI. HN giai ma Ulc bang khoa riéng cua minh nhan dugc SUPI, Ry, Ry,
IDsn. Bong th(‘wi, so sanh cac gia tri vira nhan dugc vai reg-id. Qué trinh xac thyuc s€ dung lai
néu bat ky diéu kién nao khéng thoa man. Nguoc lai, HN sé tiép tuc hanh dong véi cac hanh
dong sau:
HN tao s6 ngdu nhién Rs, tiép tuc lay dau vao 1a Ry, Rz, Rs vao ham fy, tinh toan gié tri
xMac cua thong diép bang cach dua O va IDsy vao ham f1 véi khoa K nhu cong thic (4).
O « f(K,R,R,,R,) .
xMac < f, (K, IDg,,O) @

Tinh ton xRes bang céch sir dung ham challenge véi khoa K va dua O, 1Dsn lam dau vao.
Tao gia tri hxRes dugc tao dudi dang ham bam cua R1 va xRes. Tinh todn Ksear bang cach dua
O va IDsn vao ham keyseed theo cong thuc (5).

XRes «— challenge, (O, IDg)
hxRes <— h(R,, XRes) 5)
Keear < keyseed, (O, IDg, )

Tao EK v6i ma hoa kep. Dau tién, ma hoa ddi ximg khoa phién va SUPI bang xRes. Sau
do, ma hoa bat doi xtirng bang khoa cong khai cia SN nhu cong thire (6).
EK « EPKSN (&res (Ksgar » SUPI)) (6)

Tao HN R bang cach mi héa Rz véi ma hoa dbi ximg véi khoa 1a Ro,

Tao dinh danh duy nhét cho thong bao phan hoi res-id bang cach bam gia tri hxRes, xMac,
EK theo cong thuc (7).
res —id < h(hxRes, xMac, EK) @)

Cudi cung, HN dang ky giap dich trén Blockchain chira EK, xMac, hxRes, req-id, res-id
va HN_R bang chtric nang hop dong thong minh tuwong ing.

Ghi chu: f1, challenge va key seed 1a cac ham ma hoa nguyén thiy dugc dinh nghia trén
HN va ching duoc nhing trong thé USIM. Vi EK thu dugc thong qua viéc ma hoa thong tin
nguoi dung bang khoa xRes, thong tin lién quan dén ngudi dung chi co6 the truy cap duge boi
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SN sau khi xac thyc thanh c6ng. R dugc mé hoa bang cach sir dung khoa Rz vi d6 1a cach duy
nhat ma mot UE c6 thé dé dang thu duoc Ra.

Buéc 6: SC kiém tra xem ngudi gui thong diép c6 phai la chu s¢ hitu ciia SC hay khong.
Vi chi HN méi dugc phép dang ky giao dich phan hoi vai SC. Néu dung, SC guri toan b thong
diép sang SN. Nguoc lai, giao thirc s€ dung.

Budc 7: Sau khi SN nhan dugc phan hoi ctia HN thong qua SC tuong ung. SN chuyén tiép
cac phé}n xMac va HN R cho UE. SN luu trit cac gia tri con lai dé sir dung sau khi nhan duoc
phan hoi tir UE.

Buwdc 8: Sau khi nhan duoc phan hoi tir SN. UE thuc hién giai md HN R va tinh toan gia
tri O va Mac theo cong thurc (8) :

Giai ma HN_R bang khoa Rz dé nhan duoc Rs

Tinh gia tri O bang cach cung cip R1, Rz, Rs 1am dau vao ham fi.

Tinh toan gi tri Mac bang cach cung cap O, IDsn lam dau vao ham fi.

R, < Dg, (HN _R)
0 (KR, (R,\R,) ®
Mac « f, (K, IDg,,0)

Sau d6, UE kiém tra Mac vira tinh todn véi xMac nhan duoc tir SN. Néu khop véi nhau
qua trinh xac thuc dugc chap nhan. UE tiep tuc tinh Res va Ksear theo cong thic (9):

Tinh Res bang cach sir dung ham challenge véi dau vao 12 O va IDsy
Tinh toan khoa Ksear bang cach sir dung chiic nang keyseed véi dau vao 1a O va IDsy.
Res «— challenge, (O, ID,,)

9

Kear < keyseed, (O, IDgy,) ©)
Cudi cung, UE giri gia tri Res t6i SN. Khi nhan dugc phan hdi tir UE. SN tinh toan gia tri

bém cua Res va so sénh v6i hxRes. Néu kiém tra 1a dung, SN xac thuc dugc UE. Bay gio, co

thé giai ma EK, déau tién bang viéc giai ma doi ximg bang Res sau do giai ma bat doi xuing cua

két qua bang khoa riéng cua minh dé thu dugc Ksear va SUPI twong ung. Tur luc nay, UE co

thé giao ti€p voi SN bang khoa phién da thiét 1ap Ksear.

Ghi chii: Qud trinh xdc thiee sé bi ity bo néu bat ky buéce kiém tra, so sanh nao khéng ding.

2.3. M0 hinh héa giao thirc 5G-AKA dwa vao blockchain

M6 hinh gom ba phan chinh: Khai béo, xir Iy macros va xtr ly chinh. Bé bat dau giao thurc,
HN va SN s& sinh cap khoa cong khai va bi mat. Dau tién, cap khéa duoc sir dung dé ma hoa
va giai ma thdng bao. Thi hai, cip khoa duoc sir dung dé ky thong diép va kiém tra chit ky.
Tuy nhién, & day khong xét dén sir dung chir ky dién tir trong thong diép cua no, va diéu nay
dugc thuc hién ngam dinh gitra cac bén tham gia khi giao dich duoc dang ky trong blockchain.
Cu thé hon, né dugc thyc hién khi SN dang ky yéu cau xac thuc hoac khi HN dang ky phan hoi
Xac thyc.

Khai bao
Phan khai b4o gém ba phan: phan danh cho céc kiéu nguoi dung dinh nghia, phan danh
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cho dinh nghia d6i twong va phan danh cho cac ham duoc dinh nghia.

* Thudt todn 1: Dinh nghia logi, doi twong va ham chirc ning
type UEKey.

type Key.

type publicKey.

type privateKey.

free bcChannel: channel. (xPublicx)
free airChannel: channel. (xPublicx)
free SUPI: bitstring [private].

free K: UEKey [private].

free KSEAF: bitstring [private].
free R3: bitstring [private].

free R2: bitstring [private].

fun hash(bitstring): bitstring.

fun mKey (bitstring): Key.

fun pk (privateKey): publicKey.

fun pkiEnc (bitstring, publicKey): bitstring.

reduc forall m: bitstring, k: privateKey; pkiDec (pkiEnc (m, pk (k)), k) = m.
fun symEnc (bitstring, Key): bitstring.

reduc forall m: bitstring, k: Key; symDec (symEnc (m, k), k) = m.

fun sign (bitstring, privateKey): bitstring.

reduc forall m: bitstring, k: privateKey; checksign(sign(m, k), pk (k)) = m.
fun decode(bitstring): bitstring.

fun f1 (UEKey, bitstring, bitstring): bitstring.

fun challenge(UEKey, bitstring, bitstring): bitstring.

fun keyseed(UEKey, bitstring, bitstring): bitstring.

Phan dau tién, privateKey va publicKey khi tao cap khoa riéng va khoa cong khai sir dung
m& hoa bat dbi xing va chix ky s6. Trong khi Key va UEKey la nhiing loai dugc sir dung cho
khoa ma ddi xang.

Trong phan thir hai, hai cau lénh dau tién khai bao mot cip kénh giao tiép: airChannel va
bcChannel, cac kénh nay duoc sir dung dé mé hinh hoa twong ing gitra UE véi SN va giita SN
véi HN.

Su hi¢n di¢n cua tir khoa free trong Proverif 1a twong tw nhu dinh nghia bién toan cuc trong
cac ngdn ngir lap trinh khac, hay free duoc biét d¢én toan bo trong qua trinh xtr 1y. Pinh nghia
d6i tuong duoc két thic bang phuong phap truy cap xac dinh bang tir khda [public] hoac
[private]. Tuc la cac ddi tuong ma ké tan cong khong duoc biét phai duoc khai bao Ia private,
trong khi nhirng cai ma ké tin cong duoc biét s& dugc khai bao 1a public. Theo mic dinh phuong
phép truy cap la cong khai (vi du: khi n6 khong dugc khai bao ré rang, cong cu sé coi no la
cong khai). Sy hién dién cua cac cau Iénh free voi phuong thic truy cép cong khai trong dinh
nghia airChannel va bcChannel cho thay rang ca hai kénh ké tan cong déu biét. Do d6, ké tan
cong cd thé nghe trom bat cir thong tin trao ddi nao qua 2 kénh d6. Pinh nghia niy phan anh
gia dinh rang kénh lién lac gitra HN va SN duoc cung cap bai blockchain cong khai. Vi trong
blockchain cong khai mi nit mong mudn cé thé tham gia vao mang blockchain va hoat dong
nhu mot nut day du, do dé c6 quyén truy cap dir liéu giao dich nhu cac SC.

Déi twong SUPI, K, Ksear, R3, va Rz, tuong ung biéu thi dinh danh duy nhét cua USIM,
khoa luu trir trong USIM, khda phién, s6 ngau nhién HN va SN. Tu khoa [private] trong dinh
nghia ngu Y rang khoa 1a riéng va do d6 ké tan cong khéng thé truy cap duoc.
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Phan thtr ba dinh nghia cac ky hiéu ham bao gdm ham tao va ham hay. Trong Proverif,
mdi ham tao xay dung cac diéu khoan bét busc ¢ mé hinh héa mot nguyén thay cu thé cua
giao thirc mat ma. Trong giao thurc hash, symEnc, symDec, pkiEnc, pkiDec, sign va getPK la
ham tao, trong img md hinh hoa cac ham bam mat ma, ma hoa dbi xtng, giai ma déi xung, ma
hoa khéa cong khai, chir ky s6, va tra vé khda cong khai cua khoa bi mat.

Xir ly marcros

Thay vi giao thirc duoc mo ta trong mot chuong trinh chinh, ching t6i sir dung chuong
trinh con dé khai bao su twong tac gitra cac bén tham gia. Vi giao thirc c¢6 ba bén tham gia nhu
nhitng ngudi choi tich cyuc, ngoai chuong trinh chinh. Mdi qué trinh x4c dinh hanh dong cua
nguoi tham gia twong (ng véi cac su Kién xay ra. Luu y, thay vi mo hinh héa blockchain nhu
mét xur Iy macro, thi proverif mé hinh héa bang kénh bcChannel.

Thuin toan 2: Qua trinh xir Iy cia SN thé hién nhw hinh 3

let SN(IDSN:bitstring, IDHN:bitstring, pkHN:publicKey, pkSN:publicKey, skSN:privateKey) =

new R1:bitstring;

event SNSendReqToUE(IDSN); (* Giri thong tin quang ba danh tinh ctia SN *)

out(airChannel, (R1, IDSN));

in(airChannel, SUCI:bitstring);

let recv_idHN = decode(SUCI) in

if recv_idHN = IDHN then event SNRecvUERes(SUCI);

let req_id = hash((IDHN, R1, IDSN, SUCI)) in

let SignSN = sign(req_id, skSN) in

event SNSendReqToHN(reg_id);

out(bcChannel, (reg_id, SignSN, SUCI));

in(bcChannel, (EKC:bitstring, xMac:bitstring, hxRes:bitstring, SignHN:bitstring, res_id:bitstring,
HN_R:bitstring));

let(=pkHN, veri_req_id:bitstring, veri_res_id:bitstring) = checksign(SignHN, pkHN) in

if (veri_res_id = res_id) then if (veri_req_id = reqg_id) then

event SNRecvHNRes(SignHN);

event SNSendReq2ToUE(xMac);

out(airChannel, (xMac, HN_R));

in(airChannel, Res:bitstring);

if (hxRes = Res) then event SNRecvUERes2(Res);

let EK = pkiDec(EKC, skSN) in

let session_info = symDec(EK, mKey(Res)) in

let sn_KSEAF = decode(session_info) in

let sn_SUPI = decode(session_info).

Hinh 3. Qua trinh xt ly tai SN.

Trong thuat toan 2 hinh 3, SN khai tao giao thirc bang viéc lra chon mét sé ngau nhién Ry
va chuyén cap (R, IDsn) vao giao dién airChannel, chd phan hoi ngudi ding. Khi nhan dugc
tir UE, SN tinh req_id sir dung ham bam va SignSN bang chit ky sb. Sau d6, SN chuyén req_id,
SignSN va SUPI trén giao dién bcChannel va doi HN phan hoi.

Khi nhan duoc phan hdi cuia HN, SN chon (xMac, HN_R) tir thong diép va chuyén ching
trén giao dién airChannel, cho phan hdi tir nguoi dung. Khi nhan duoc phan hdi Res tir nguoi

dung, SN so sanh Res véi hxRes nhan duoc tir HN. Trong truong hop trung khép, xac thuc dugc
chap nhan va tiep theo SN c0 thé truy xuat Ksear va SUPI tir phan hoi cua HN.

Tuong tu, cac quy trinh UE va HN duoc giai thich twong trng trong thuat toan 3 hinh 4 va
thuat toan 4 hinh 5.
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Thugt toan 3: Qua trinh xa Iy tai UE nhw thé hién trong hinh 4

let UE(IDHN:bitstring, pkHN:publicKey, K:UEKey, SUPI:bitstring) =

in(airChannel, (R1:bitstring, IDSN:bitstring));

event UERecvSNReq(IDSN);

(* new R2:bitstring; *)

let Ul = pkiEnc((SUPI, R1, R2, IDSN), pkHN) in

let SUCI = (UI, IDHN) in

event UESendResToSN(SUCI);

out(airChannel, SUCI);

in(airChannel, (xMac:bitstring, HN_R:bitstring));

let ue_R3 = symDec(HN_R, mKey(R2)) in

let O = f1(K, R1, (R2, R3)) in

let Mac = f1(K, O, IDSN) in

if (Mac = xMac) then event UERecvSNReq2(xMac);

let Res = challenge(K, O, IDSN) in

let ue_KSEAF = keyseed(K, O, IDSN) in

event UESendRes2ToSN(Res);

out(airChannel, Res).

Hinh 4. Qua trinh xur ly tai UE.
Thudt toan 4: Qua trinh xa# Iy tgi HN thé hign trong hinh 5

let HN(IDHN:bitstring, IDSN:bitstring, pkHN:publicKey, skHN:privateKey, pkSN:publicKey, K:UEKey) =
in(bcChannel, (req_id:bitstring, signSN:bitstring, SUCI:bitstring));
let(=pkSN, veri_req_id:bitstring) = checksign(signSN, pkSN) in
if (veri_reqg_id = req_id) then event HNRecvSNReq(req_id, signSN);
let Ul = decode(SUCI) in
let dec_UI = pkiDec(Ul, skHN) in
let HN_R2 = decode(dec_Ul) in
let R1 = decode(dec_Ul) in
let HN_SUPI = decode(dec_Ul) in
(* new R3:bitstring; *)
let O = f1(K, R1, (HN_R2, R3)) in
let xMac = f1(K, O, IDSN) in
let xRes = challenge(K, O, IDSN) in
let hxRes = hash((R1, xRes)) in
let HN_KSEAF = keyseed(K, O, IDSN) in
let EK = symEnc((HN_KSEAF, HN_SUPI), mKey(xRes)) in
let EKC = pkiEnc(EK, pkSN) in
let HN_R = symEnc(R3, mKey(R2)) in
let res_id = hash((hxRes, xMac, EKC)) in
let SignHN = sign((req_id, res_id), skHN) in
event HNSendResToSN(req_id, res_id);
out(bcChannel, (EKC, xMac, hxRes, SignHN, req_id, res_id, HN_R)).
Hinh 5. Qua trinh xu ly tai HN.

Trong thuat toan 4 hinh 5, qua trinh xir ly chinh bat dau bang quy trinh xir Iy tir khoa, tao
ra cac khoa bat ddi xtimg riéng tu skSN va skHN tuong tng cho cac chi thé SN va HN. Sau d6
két qua duoc thé hién cong khai trén giao dién bcChannel va airChannel, dam bao cac khoa
cong khai c6 thé duoc truy cap boi bat ky ké tin cong nao. Hon nita, nd tao ra cac s6 nhan dang
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IDun va IDsn tuong tng cho cac cha thé SN va HN.
Thudt todn 5: DPdc tinh bdo mdt va qud trinh xa ly chinh
query attacker (SUPI).
query attacker (KSEAF).
query attacker (R3).
query attacker (R2).
query attacker (K).

guery X:bitstring; event(UERecvSNReq(x)) ==> event(SNSendReqToUE).

query x:bitstring, y:bitstring; event(SNRecvUERes(x)) ==> event(UESendResToSN(y)).
query x:bitstring, y:bitstring, z:bitstring;

event(HNRecvSNReq(x,y)) ==> event(SNSendReqToHN(z)).

query x:bitstring, y:bitstring, z:bitstring;

event(SNRecvHNRes(x)) ==> event(HNSendResToSN(y,z)).

query x:bitstring, y:bitstring; event(UERecvSNReqg2(x)) ==> event(SNSendReq2ToUE(y)).
query x:bitstring; event(SNRecvUERes2) ==> event(UESendRes2ToSN(x)).

Process

new skHN : privateKey;

new skSN :privateKey;

new IDHN :bitstring;

new IDSN :bitstring;

let pkHN = pk(skHN ) in out (airChannel, pkHN );

let pkSN = pk(skSN ) in out (bcChannel, pkSN );
('SN(IDSN , IDHN , pkHN , pkSN , skSN ) |
IHN(IDHN , IDSN , pkHN , skSN , pkSN , K)|
IUE(IDHN , pkSN , K, SUPI))

Proverif thuc hién dic ta cac thudc tinh bao mat bang cau lénh “query” trong thuat toan 5.
Céc thudc tinh xéc thue dugc chan bat bang cac xac nhan twong tng, thé hién mdi quan hé giira
cac sy kién dudi dang “néu mot su kién nao d6 da duogc thyc hién trong giao thic, thi mot sy
kién khac da duoc thuc hién trude d6”.

3. KET QUA VA THAO LUAN

Giao thac 5G-AKA dua trén blockchain sau khi dugc md hinh hoéa va bién dich qua cbng
cu proverif thu duogc két qua kiem tra cac thugc tinh bao mat cua giao thirc hinh 6.

Két qua hinh 6 da cho thay céc thudc tinh bao mat nhu dinh danh vinh vién caa thué bao
(SUPI), c&c s6 ngau nhién (R2, R3), khda phién chia sé giira giao dién vo tuyén Ksear, khoa chia
sé truge (K) gitra USIM va nha mang duoc bao mat vi dau ra cua cong cu déu tra vé két qua
“true”. Piéu nay co nghia la ké tan cong khong thu thap duoc thdng tin gi trong qua trinh giao
thirc din ra hay khdng c6 ro ri thong tin dbi voi nhitng dit liéu nhay cam nay.
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attacker(supPI[]) is

attacker(KSEAF[]) is

attacker(R3[]) is

attacker(R2[]) 1is

attacker(K[]) is

Hinh 6. Két qua kiém tra cac thudc tinh bao mat.

Hon nfra,’déi v6i cac thugc tinh xac thyc cua giao thirc giao thirc 5G-AKA dya trén
Blockchain, két qua kiém tra the hién trong hinh 7.

event(UERecvSNReq(x)) ==> event(SNSendReqToUE(x)) 1is
event(SNRecvUERes(x)) ==> event(UESendResToSN(y)) 1is
event(HNRecvSNReq(x,y)) ==> event(SNSendReqToHN(z)) 1is
event(SNRecvHNRes(x)) ==> event(HNSendResToSN(y,z)) is

event(UERecvSNReq2(x)) ==> event(SNSendReq2ToUE(y)) 1is

event(SNRecvUERes2(x)) ==> event(UESendResToSN(x)) is

Hinh 7. Két qua kiém tra céc sy kién.

Két qua hinh 7 cho thay, tat ca cac thudc tinh xé&c thuc, ngoai trir cai dau tién thi déu duoc
thoa man bai giao thirc. Bang céach truy tim két qua kiém tra cua thong diép dau tién ching ta
c6 thé thiy riang bat ky ké tan cong nao ciing c6 thé hoat dong nhu mot SN bang cach tao mot
thong bao cho giai doan dau tién cua giao thirc hinh 8. Theo hinh 8, Honest Process thé hién
cho céc tién trinh trung thuc véi cac gia tri SkHN_2, IDHN_4 va skSN_2, IDSN_4 lan luot
tuong ung la cac khoa riéng va dinh danh ciia HN va SN. Hai gia tri U M va 0 M _11la cac khoa
cong khai trong (mg SN va HN duoc tinh toan tir cac khoa riéng ap dung ham pk(). Attacker
dai dién cho tién trinh cua ké tn céng co thé tim thiy mot truy vét tan cong vao qua trinh khi
SN guri cho UE qua sy kién event UERecvSNReq(a_1). Sy kién nay ghi lai khi chay cong cu
proverif minh chimg UE da nhan yéu cau tir SN véi noi dung a_1. Tham chiéu trong hinh 8 két
hop véi hinh 2, (a_1) la dix liéu Ry, IDsn. Theo trace nay sé& thay rang UE khdng thé phan biét
duoc giita SN that va SN gia mao vi khi nhan duoc thong tin ndy, UE van tiép tuc tinh toan va
Ulc va SUCI dé giri lai SN ¢ budc 2 hinh 2. Hon nita, cac thong bao nay duoc giri trén kénh
cdng khai nén ké tan cong cé thé chin bat théng tin SUCI va st dung thong bao nay dé thuc
hién tin cong phat lai (térc 13, guri lai thong bao reg-id, IDsn va SUCI) téi HN. Tuy nhién, théng
diép nay truéc khi giri ¢én HN sé& duoc SC kiém tra tinh méi cua yéu cau, bang cach tim kiém
cac ban ghi xéc thuc véi reg-id néu thay yéu cau bi tring lap thi giao thic bi dung lai. Qua két
qua nay cd thé thay ludn ton tai SN doc hai ¢ thé hoat dong qua giao dién vd tuyén (vi no 1a
kénh cong khai) nhung du SN doc hai ton tai né ciing khong ldy dwoc thong tin gi trong giao
thire vi khoa Ksear va dinh danh SUPI caa UE chi duoc tiét 16 cho SN that (chi c6 SN that méi
c6 khoa bi mat sksn dé giai ma thong diép chira SUPI va Ksear ) ¢ budc cudi cua giao thuc khi
tat ca cac bén di duoc xac thuc. Piéu ndy, khang dinh lién lac gitta SN va HN st dung
blockchain khdng chi gilp giai phdng gia dinh kénh lién lac gitta SN va HN ma con giup ngan
chan céc tan cong phat lai, ngan chin duoc SN gia mao hoat dong.
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A trace has been found.
Honest Process Attacker

{1} new skHN_2
{2} new skHN_2
{3} new IDHN_4
{4} new IDHN_4

~M = pk(skHN_2)

~M_1 = pk(skSN_2)

®

Beginning of process

(a,a 1)

A

event UERecvSNReq(a_1)

Hinh 8. Truy vét khi két qua dau ra la false.

Diém khac cua bai béo so vai [14] 1a di tim hiéu cu thé vé cach thire kiém tra giao thirc an
toan sir dung cdng cu proverif va phan tich 1am rd két qua bén trong dic biét khi cong cu tra két
qua vé “false” da dua ra dugc do hinh tan céng hinh 8 dé ching minh an toan cua giao thic
trudc cAc cudc tan cong phat lai va gia mao SN. Biéu nay, gilp cac nha nghién ciru ¢6 céi nhin
toan dién vé cach thirc kiém tra giao thirc mat mé bang céch sir dung mé hinh tugng trung cu
thé 1a proverif.

4. KET LUAN

Bai bao nay nhom tac gia da trinh bay dugc phuong phap kiém tra giao thirc mat ma st
dung cong cu proverif véi viéc phan tich kiém tra ciu tric, ngdn ngit cua cong cu la sir dung
tinh toan pi va tu dong phién dich thanh ménh dé horn dé phan tich cac dac diém bao mat cua
giao thirc. Trén co s do, bai bao ung dung md phong kiém tra giao thirc 5G-AKA dwa vao
blockchain dé kiém tra cac tham sé nhu: dinh danh vinh vién cua thué bao, cac s6 ngau nhién,
khda chia sé giira giao dién v tuyén, khda chia sé truéc gitra USIM va nha mang duoc bao
mat. Vi két qua nay gop phan gip cac nha nghién ciru va thiét ké giao thac mat méa co nhiing
céch tiép can phan tich giao thic mat ma 1a an toan trudc khi thir nghiém va trién khai trong
thuc té.

LOI CAM ON

Nhom tac gia xin chan thanh cam on Hoc vién Ky thuat mat da tai trg cho nghién ctu véi
ma so 14/2025/CS.
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